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Zadani

S vyuzitim periferie ¢teCek RFID ¢ipt pfipojené pomoci USB / sériového rozhrani sestavte aplikaci,
ktera bude na zakladé informaci uloZenych v SQLite databazi vyhodnocovat opravnénost
poZadavku na pfistup z daného mista. Vysledné feSeni musi obsahovat néasledujici funkcionalitu:

- Obsluha dvou ctecek pripojenych na periferii pomoci RS485 rozhrani

- Identifickace CteCky a zptisobu nacteni informace (nacteni cipu, manualni zadani koédu na
klavesnici). Simulujte tfi mista udalosti (klavesnice u vstupu, ¢ip v misté A, Cip v misté B)

- Identifickace osoby a vyhodnoceni opravnénosti pristupu na zakladé mista udalosti, aktualniho
Casu a dne v tydnu

- UzZivatelsky pouZitelné rozhrani pro nastaveni tdaji do databaze (vlastnik, ¢lenstvi ve skupinach,
nastaveni pristupovych opravnéni a pravidel pro pristup)

- Zobrazeni vysledku vyhodnoceni Zadosti a logovani vSech udalosti do tabulky databaze ve
formatu umoznujicim efektivni prohleddvani na trovni SQL dotazu (zamyslete se jak by mohlo
vypadat napr. dohledani vstupti do konkrétniho prostoru)

Teorie

RFID (Radio-frequency identification) pouziva radiovou frekvenci pro identifikaci €ipd, které se
mohou pouZzivat napriklad pro zbozi v obchodech nebo jako identifikace zaméstnancti. RFID
systém se k pocitaCi pripoji pomoci sériové linky.

Po naskenovani Cipu po sériové lince pfijde nasledujici blok dat:

<START> [ADDRESS] ASCII TAG CR LF <END>

1 bit 1 bit, nepovinné 1bit 1 bit 1 bit

Podle adresy se urci, z jaké ctecky signal priSel; ASCII TAG je samotny obsah tagu (identifikator).
Popis resSeni

Po spusténi programu se otevie port na sériové lince a Ceka na prichozi data. Pokud neexistuje
databaze, vytvori se i s (prazdnymi) tabulkami. Po prijeti informaci na sériové lince se vytvori novy
RFIDTag objekt, ktery nacte informace z prijatého stringu. Podle lokace TAGu se urci dvere, u
kterych si zaméstnanec ,pipnul’. Z databaze se nacte, jestli tam zaméstnanec ma mit pristup, jestli
ne, nepusti ho to. To samé se provede pro skupinu, ve které zaméstnanec je. Dale se zkontroluje Cas,
kdy zaméstnanec miize prijit do prace. Pokud pti jakémkoliv kroce néco selZe, zaméstnanec neni

vpustén. Pokud vSe probéhne v poradku, zaméstnanec je vpusStén a do databaze prichodi je pridan
Nnovy zaznam.

Pokud chce administrator pridat nového uZivatele, miize pouZzit menu nahofe programu, to samé
plati pro pridavani uZivatelskych skupin. Obé tyhle moZnosti maji (docela) privétivé uZivatelské
rozhrani. Po zmacknuti tlacitek pro pfidani uZivatele ¢i skupiny program zjisti zadané informace a
prida je do prisluSnych databazi.

S databazi pracuji pres knihovnu Microsoft.Data.Sqlite, kterou volam ve vlastni classe Database.cs
pro jednoduZsi praci. Schéma databaze je nasledujici:

TABLE entries — uklada vSechny pokusy o nacteni tagt

INT id TEXT user TEXT location INT time TEXT error

ID prichodu Jméno uZivatele |Lokace ctecky UNIX cas nacteni |Chybova hlaska




TABLE users — uklada informace o zaméstnancich

INT id TEXT tag_id

TEXT user

INT gate_pin INT access

ID uZivatele Obsah/ID tagu

Jméno uzivatele

PIN pro vstup ID pristupové skupiny

TABLE groups — uklada informace o zaméstnaneckych skupinach

INT id TEXT name INT INTEGER INTEGER access_room2
access_gate access_rooml

ID skupiny  |Jméno skupiny E;;i[gp k hlavni Pristup do mistnosti 1 | Pristup do mistnosti 2

TEXT TEXT TEXT TEXT TEXT TEXT

time_monday |time_tuesday

time_wednesday

time_thursday |[time_friday |time_weekends

Cas piistupu v
utery

Cas piistupu

v pondéli stredu

Cas pristupu ve

Cas piistupu o
vikendech

Cas piistupu v
patek

Cas piistupu ve
ctvrtek

Rozbor proménnych a metod

Form1.cs — hlavni GUI okno, prace s daty a sériovou linkou

public static SerialPort comPort Port sériové linky

public static Database db Odkaz na databazi

public DayOfWeek[] days Dny v tydnu

public Stringl] daysStr Dny v tydnu jako stringové hodnoty
public Stringl] roomsStr Dostupné mistnosti jako stringové hodnoty
public Formi() Konstruktor

private void comPort_DataReceived(..)

Data receive sériové linky

private void reloadEntries()

Nacita informace o vstupech do mistnosti

private void reloadUsers()

Nacita informace o zameéstnancich

private void
addUserToolStripMenultem_Click(..)

Zmacknuti tlacitka pro pridani zaméstnance

private void
addUsergroupToolStripMenultem_Click(. .)

Zmacknuti tlacitka pro pridani skupiny

private void
aboutToolStripMenultem_Click(..)

Zobrazi info o programu

Database.cs — prace s databazi

public SgliteConnection connection

Pripojeni k databazi

public Database(String databaseName)

Konstruktor — vytvari sqliteconnection

public void runCommand(String commandString)

Spusti SQLite prikaz




public object selectCommand(String
commandString)

Spusti SQLite SELECT prikaz a vrati hodnotu

public List<Stringl1>
selectCommandList(String commandString)

Spusti SQLite SELECT prikaz a vrati hodnoty jako List

NewUser.cs — GUI, pridavani novych zaméstnancti

public SerialPort comPort

Sériova linka

public NeuwUser()

Konstruktor

private void btnAdd_Click(..)

,»Add user” tlacitko, pfida zameéstnance se zadanymi
hodnotami

private void comPort_DataReceived(..)

Data receive sériové linky, pro nacitani TAG

private void NewUser_Load(..)

Po nacteni okna

NewGroup.cs — GUI, pridavani novych skupin

public NewGroup()

Konstruktor

private void chkMonday_CheckedChanged(. .)

Je-li checkBox pro pondéli zaskrtnut

.. 1o samé pro Gterg az vikendy

Je-li checkBox pro [den] zaSkrtnut

private void btnAdd_Click(..)

,»Add usergroup” tlacitko, prida skupinu se zadanymi
hodnotami, pokud jsou validni

RFIDTag.cs — objekt pro ukladani hodnot TAGu

public String location

Odkud byl TAG nacten

public String data

Co bylo v TAGu (ID uZivatele)

public String errorMsg

Chybova hlaska pro vraceni

public RFIDTag(String readStr)

Konstruktor

Schéma zapojeni
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Komentovany vypis kodu
Forml.cs

using System;

using System.Collections.Generic;
using Suystem.ComponentModel;
using System.Diagnostics;

using Suystem.IO0.Ports;

using System.Windouws.Forms;

namespace Herko.RFID
{
public partial class Forml : Form
{
public static SerialPort comPort;
public static Database db;

public DayOfleek[] days = new DayOfWeek[] { DayOflleek.Monday,
DayOfleek . Tuesday, DayOfleek.Wednesday, DayOflleek.Thursday, DayOflleek.Friday,
DauOfleek.Saturday, DauOflWeek.Sunday 1;

public Stringll daysStr = new Stringl]l { "monday”, "tuesday", "wednesdauy",
"thursday", "friday", "weekend", "weekend" };

public Stringll roomsStr = new Stringll { "gate", "rooml", "room2" };

public Forml()
{
InitializeComponent();
this.Text = "Herko.RFID | (c) DEJVOSS Productions 2825";
this.MinimizeBox = false;
this.MaximizeBox = false;
this.FormBorderStyle = FormBorderStyle.FixedSingle;

DataGridView.CheckForlllegalCrossThreadCalls = false;
comPort = new SerialPort("COM3", 19288, Parity.None, 8, StopBits.One);

comPort.0Open();
comPort.DataReceived += comPort_DataReceived;

db = new Database('rfid.db");
db.runCommand("CREATE TABLE IF NOT EXISTS users (" +
"id INTEGER UNIQUE PRIMARY KEY AUTOINCREMENT," +
“"tag_id TEXT UNIQUE NOT NULL," +
"user TEXT UNIQUE NOT NULL," +
"gate_pin INTEGER NOT NULL," +
"access INTEGER NOT NULL" +
IDFRDN

db.runCommand("CREATE TABLE IF NOT EXISTS entries (" +
"id INTEGER UNIQUE PRIMARY KEY AUTOINCREMENT," +
"user TEXT NOT NULL," +
"location TEXT NOT NULL," +
"time INTEGER NOT NULL," +
"error TEXT" +
IDFRDN

db.runCommand("CREATE TABLE IF NOT EXISTS groups (" +




"id INTEGER UNIQUE PRIMARY KEY AUTOINCREMENT," +
"name TEXT NOT NULL," +
"access_gate INTEGER NOT NULL," +
"access_rooml INTEGER NOT NULL," +
"access_room2 INTEGER NOT NULL," +
"time_monday TEXT," +
"time_tuesday TEXT," +
"time_wednesday TEXT," +
"time_thursday TEXT," +
"time_friday TEXT," +
"time_weekend TEXT" +

DN

reloadEntries();
dataViewEntries.Columns[B81.AutoSizeMode =
DataGridViewAutoSizeColumnMode.A11Cells;
dataViewEntries.Columns[11.AutoSizeMode =
DataGridViewAutoSizeColumnMode.A11Cells;
dataViewEntries.Columns[2].AutoSizeMode =
DataGridViewAutoSizeColumnMode.A11Cells;
dataViewEntries.Columns[31.AutoSizeMode =
DataGridViewAutoSizeColumnMode.A11Cells;
dataViewEntries.Columns[4].AutoSizeMode =
DataGridViewAutoSizeColumnMode .Fill;

reloadUsers();

private void comPort_DataReceived(object sender, SerialDataReceivedEventArgs e)
{
Debug.WriteLine("read somethig!!!");

//read from the com port

String read = comPort.ReadExisting();
Debug . WriteLine(read);
Debug.WriteLine(read.Length);

//create a tag object which parses data
RFIDTag tag = new RFIDTag(read);
if (tag.data == null) //if it returns null then an error occured
{
MessageBox.Show("Whoops! Something went wrong!");
return;

//build command

String username = null;

Int64 accesslLvl g;

String errorMsg = tag.errorMsg;

//get username
if (tag.location == "gate™)
username = (String)db.selectCommand($"SELECT user from users WHERE
gate_pin = \"{tag.data}\";");
else
username = (String)db.selectCommand($"SELECT user from users WHERE
tag_id = \"{tag.dataX\";");




if (String.IsNullOrkhiteSpace(username))
{

errorMsg = "Unknown user";

goto FINISH;

//get access level
if (tag.location == "gate™)
accessLvl = (Intbd4)db.selectCommand($"SELECT access from users WHERE
gate_pin = \"{tag.data}\";");
else
accessLvl = (Intbd4)db.selectCommand($"SELECT access from users WHERE
tag_id = \"{tag.dataX\";");

Debug.WriteLine(username + "!!!1!1");

//get current date+time
DateTime dt = DateTime.Nouw;

List<Stringll1> entriesData = db.selectCommandList($"SELECT * from groups");
Stringl] permissions = null;
for (int x = B; x < entriesData.Count; x++)

{
if (int.Parse(entriesDatalx1[B]) == accesslLvl)
{
permissions = entriesDatalx];
break;
}
}
if (permissions == null)
{
errorMsg = "Invalid group”;
goto FINISH;
}

//block entry depending on room
int roomlndex = Array.Index0f(roomsStr, tag.location);
Debug.WriteLine("ROOM " + permissions[2 + roomlndexl); //2 + roomlndex gets
correct room we want
int allowed = int.Parse(permissions[2 + roomIndex]);
if (allowed !'= 1)
{
errorMsg = "Entry not allowed!";
goto FINISH;

//block entry depending on day or time

int index = Array.Index0f(days, dt.DayOfWeek);

Debug.WriteLine("DAY " + daysStrlindexl);

Debug.WriteLine(permissions[11.ToString());

String allowedEntry = permissions[5 + index].ToString(); //5 + index gets
the correct day we want

if (allowedEntry != "NULL™)
{
Stringl] split = allowedEntry.Split(';");




DateTime min = DateTime.Parse(split[81);
DateTime max = DateTime.Parse(split[11);

Debug.WriteLine("min " + min.TimeOfDay.ToString());
Debug.WriteLine("max " + max.TimeOfDay.ToString());

if (dt.TimeOfDay < min.TimeOfDay)

errorMsg = "Unallowed time";
else if (dt.TimeOfDay > max.TimeOfDay)
errorMsg = "Unallowed time";
}
else
{
errorMsg = "Unallowed time";
}
FINISH:

dt = DateTime.Now;
Int32 unix = (int)dt.Subtract(new DateTime(1978, 1, 1)).TotalSeconds;

Debug.WriteLine($"{username} beeped at {tag.location} @ {dt.Hour}:
{dt.Minute}:{dt.Second} on {dt.Day}.{dt.Month}.{dt.Year} ({unix})");

//add entry info to db
db.runCommand($" INSERT INTO entries (\'user\', \'location\', \'time\’,
\'error\"') VALUES(\ '{username}\', \'{tag.location}\', {unix}, \'{errorMsg}\');");

reloadEntries();

//reloads entries from database
private void reloadEntries()
{
dataViewEntries.Rows.Clear();
dataViewEntries.Columns.Clear();

dataViewEntries.Columns.Add("id", "ID");
dataViewEntries.Columns.Add("user"”, "Emplouee");
dataViewEntries.Columns.Add("location"”, "Location");
dataViewEntries.Columns.Add("time", "Time");
dataViewEntries.Columns.Add("error"”, "Error");

List<Stringl1> entriesData = db.selectCommandList($"SELECT * FROM
entries");

for (int y = 8; y < entriesData.Count; y++)

{

Stringl] row = entriesDatalul;

//parse time to a readable format

DateTime dt = new DateTime(1978, 1, 1, 8, 8, B, B, DateTimeKind.Local);
dt = dt.RAddSeconds(int.Parse(rowl31)) . ToLocalTime();

rowl3]1 = dt.ToString("HH:mm:ss dd.MM.yyyy");

dataViewEntries.Rows.Insert(y, row);
}

dataViewEntries.Sort(dataViewuEntries.Columnsl"time"1,
ListSortDirection.Descending);




//reloads users from database
private void reloadUsers()
{
dataViewUsers.Rouws.Clear();
dataViewUsers.Columns.Clear();

dataViewUsers.Columns.Add("id", "ID");
dataViewUsers.Columns.Add("tag_id", "Tag ID");

dataViewUsers.Columns.Add("user"”, "Employee");
dataViewUsers.Columns.Add("gate_pin", "Gate PIN");
dataViewUsers.Columns.Add("access"”, "User group");

List<Stringll> entriesData = db.selectCommandList($"SELECT * FROM users;");
for (int y = 8; y < entriesData.Count; y++)
{
Stringl] row = entriesDatalul;
dataViewlUsers.Rows.Insert(y, row);
}
dataViewUsers.Sort(dataVieuwUsers.Columns["id"1,
ListSortDirection.Ascending);
dataViewUsers.Columns["id"]1.AutoSizeMode =
DataGridViewAutoSizeColumnMode.AR11Cells;
}

private void addUserToolStripMenultem_Click(object sender, EventArgs e)

{
comPort.DataReceived -= comPort_DataReceived;
NewUser nu = new NewUser();
nu.ShowDialog();
comPort.DataReceived += comPort_DataReceived;
reloadUsers();

}

private void addUsergroupToolStripMenultem_Click(object sender, EventArgs e)
{

NewGroup ng = new NewGroup();

ng.ShowDialog();

private void aboutToolStripMenultem_Click(object sender, EventArgs e)
{

MessageBox.Show("Herko.RFID\n(c) DEJVOSS Productions 2825\nAn RFID system
made as a school project”, "About | Herko.RFID", MessageBoxButtons.OK,
MessageBoxIcon. Information);

}
}

Database.cs

using Microsoft.Data.Sqglite;
using System;




using System.Collections.Generic;

namespace Herko.RFID
{
//Dblorker - wrapper for Microsoft.Data.Sglite;
//(c) DEJVOSS Productions 2825;
public class Database
{
public SgliteConnection connection = null;

public Database(String databaseName)

{
connection = new SqliteConnection($"Data source={databaseName}");
connection.Open();

public void runCommand(String commandString)

{
if (connection == null)
throw new Exception("Not connected to a dabase!");
SgliteCommand command = connection.CreateCommand();
command.CommandText = commandString;
command. ExecuteNonQuery();
}

public object selectCommand(String commandString)

{
if (connection == null)
throw new Exception("Not connected to a dabase!");
SgliteCommand command = connection.CreateCommand();
command.CommandText = commandString;
return command.ExecuteScalar();
}

//returls uhole table as a list
public List<S5tringll> selectCommandList(String commandString)
{
if (connection == null)
throw new Exception("Not connected to a dabase!");

SgliteCommand command = connection.CreateCommand();
command.CommandText = commandString;
command.CommandType = System.Data.CommandType.Text;

SgliteDataReader r = command.ExecuteReader () ;
List<Stringl1> final = new List<Stringl1>();

while (r.Read())
{
Stringl] oneRow = new Stringlr.FieldCountl;

for (int i = 8; i < r.FieldCount; i++)
{
oneRowlil = $"{r[il}";
//Debug . WriteLine("TEST" + rl[il);




final .Add(oneRouw) ;

return final;

NewUser.cs

using System;

using System.Collections.Generic;
using System.Diagnostics;

using Sustem.I0.Ports;

using System.Windows.Forms;

namespace Herko.RFID
{
public partial class NewlUser : Form
{
public SerialPort comPort;

public NewlUser ()
{
InitializeComponent();
this.MinimizeBox = false;
this.MaximizeBox = false;
this.FormBorderStyle = FormBorderStyle.FixedSingle;

comPort = Forml.comPort;
comPort.DataReceived += comPort_DataReceived;

//1load the usergroups
List<Stringl1> entriesData = Forml.db.selectCommandList($"SELECT * FROM
groups’ ) ;
for (int y = B8; y < entriesData.Count; y++)
{
Stringl] row = entriesDatalul;
comboAccess. [tems.Add($"{rowlB1} | {rowll11}");

private void btnAdd_Click(object sender, EventArgs e)
{
//build sqglite cmd
String cmd = $"INSERT INTO users (\'tag_id\', \'user\', \'gate_pin\’,
\'access\') VALUES(\ '{boxTagld.Text}\', \'{boxUsername.Text}\',
{numPin.Value.ToString()}, {comboRccess.SelectedIndex + 1});";

//run and close

Forml.db.runCommand(cmd) ;
comPort.DataReceived -= comPort_DataReceived;
this.Close();

private void comPort_DataReceived(object sender, SerialDataReceivedEventArgs e)
{




Debug.WriteLine("read somethig!!!");

//read from the com port

String read = comPort.ReadExisting();
Debug . WriteLine(read);
Debug.WriteLine(read.Length);

//create a tag object which parses data
RFIDTag tag = new RFIDTag(read);
if (tag.data == null) //if it returns null then an error occured
{
MessageBox.Show("Whoops! Something went wrong!");
return;

//add tag id text to box
if (tag.location != "gate™)
{
boxTagld.Text = tag.data;

private void NewUser_Load(object sender, EventArgs e)

{
if (comboAccess.ltems.Count > @)
comboAccess.SelectedIindex = 8;
else
{
MessageBox.Show("No usergroup exists!\nCreate one first.", "Error!”,
MessageBoxButtons.0OK, MessageBoxIcon.Error);
comPort.DataReceived -= comPort_DataReceived;
this.Close();
}
}

NewGroup.cs

using System;
using System.Windows.Forms;

namespace Herko.RFID
{
public partial class NewGroup : Form

{
public NewGroup()
{
InitializeComponent();
this.MinimizeBox = false;
this.MaximizeBox = false;
this.FormBorderStyle = FormBorderStyle.FixedSingle;
}

private void chkMonday_CheckedChanged(ob ject sender, EventArgs e)
{

if (chkMonday.Checked)

{




timeMonMax.Enabled = true;
timeMonMin.Enabled = true;
}
else
{
timeMonMax.Enabled = false;
timeMonMin.Enabled = false;
}

private void chkTuesday_CheckedChanged(ob ject sender, EventArgs e)
{
if (chkTuesday.Checked)

{
timeTueMax.Enabled = true;
timeTueMin.Enabled = true;
}
else
{
timeTueMax.Enabled = false;
timeTueMin.Enabled = false;
}

private void chklednesday_CheckedChanged(ob ject sender, EventArgs e)
{
if (chkWednesday.Checked)

{
timeWedMax.Enabled = true;
timeWedMin.Enabled = true;
}
else
{
timelWedMax.Enabled = false;
timeWedMin.Enabled = false;
}

private void chkThursday_CheckedChanged(ob ject sender, EventRArgs e)
{
if (chkThursday.Checked)

{
timeThuMax.Enabled = true;
timeThuMin.Enabled = true;
}
else
{
timeThuMax.Enabled = false;
timeThuMin.Enabled = false;
}

private void chkFriday_CheckedChanged(ob ject sender, EventArgs e)
{

if (chkFriday.Checked)

{

timeFriMax.Enabled
timeFriMin.Enabled

true;
true;




}

else

{
timeFriMax.Enabled = false;
timeFriMin.Enabled false;

private void chkleekend_CheckedChanged(ob ject sender, EventArgs e)

{
if (chkWeekend.Checked)
{
timelWeeMax.Enabled = true;
timeWeeMin.Enabled = true;
}
else
{
timelWeeMax.Enabled = false;
timeWeeMin.Enabled = false;
}
}

private void btnAdd_Click(object sender, EventArgs e)
{
//parse time data
String mondayEntry = $"{timeMonMin.Text};{timeMonMax.Text}";
if (!chkMonday.Checked)
mondayEntry = "NULL";

String tuesdauEntry = $"{timeTueMin.Text};{timeTueMax.Text}";
if (!chkTuesday.Checked)
tuesdayEntry = "NULL";

String wednesdayEntry = $"{timeWedMin.Text};{timeWedMax.Text}";
if (!chkWednesday.Checked)
wednesdayEntry = "NULL";

String thursdayEntry = $"{timeThuMin.Text};{timeThuMax.Text}";
if (!chkThursday.Checked)
thursdayEntry = "NULL";

String fridauEntry = $"{timeFriMin.Text};{timeFriMax.Text}";
if (!'chkFriday.Checked)
fridayEntry = "NULL";

String weekendEntry = $"{timeleeMin.Text};{timeleeMax.Text}";
if (!chkWeekend.Checked)
weekendEntry = "NULL";

//build sqlite cmd
String cmd = $"INSERT INTO groups (\'mame\', \'access_gate\',
\'access_rooml\"', \'access_room2\', " +
$"\'time_monday\', \'time_tuesday\', \'time_wednesdauy\',
\'time_thursdauy\', \'time_fridauy\', \'time_weekend\') " +
$"VALUES(\ '{boxName.Text}\', {chkGate.Checked.ToString().ToUpper ()},
{chkRooml.Checked.ToString().ToUpper()}, {chkRoom2.Checked.ToString().ToUpper()}, " +
$"\"{mondayEntryX\', \'{tuesdayEntry}\', \'{wednesdayEntry}\’,
\'"{thursdayEntryX\', \'{fridayEntry}\', \'{weekendEntry}\');";




//run and close
Forml.db.runCommand(cmd) ;
this.Close();

RFIDTag.cs

using System;

namespace Herko.RFID
{
internal class RFIDTag
{
public String location = null;
public String data = null;
public String errorMsg = null;

public RFIDTag(String readStr)
{
//if entered pin at main gate
if (readStr.Length == 9)
{
//get entered pin
String hexa = $"{readStr[21}{readStr[31}{readStri41}{readStr[51}";
int enteredPin = int.Parse(hexa,
Sustem.Globalization.NumberStyles.HexNumber) ;

location = "gate";
data = enteredPin.ToString();
return;

//if invalid length

if (readStr.Length '= 13)

{
errorMsg = "Unknown location”;
return;

//if the code gets here it means all went correctly
if (readStrl1] == 4) //if beeped at rooml

{
location = "rooml";
for (int i = 2; i <€18; i++)
{
data += readStrlil;
}
}
else //if beeped at room2
{
location = "room2";
for (int 1 =1; i < 9; i++)
{

data += readStrlil;




}
Odpovédi na otazky

1. Uved'te standardni frekvence, na kterych se pouZivaji RFID tagy (karty, privésky, etikety ...).
Jaky vliv ma frekvence tagu na jeho praktickou pouZzitelnost?

Déli se na tfi skupiny — nizkofrekvencni (124 kHz nebo 135 kHz), vysokofrekvenc¢ni (13,56
MHz) a ultrafrekvenc¢ni (860 MHz do 960 MHz). Frekvence urcuje, na jakou vzdalenost lze
tag nacist.!"

2. Z dtvodu vétsi bezpecnosti se Casto v identifikacnich systémech pouZivaji tzv. smart card.
Najdéte zakladni odliSnosti od béZného RFID tagu a vysvétlete jak je vétSi bezpecnosti identifikace
pri pouZiti tohoto feSeni dosaZeno.

Smart card v sobé uklada vice dat, napfiklad digitalni certifikat, RFID tag mtiZe uloZit jenom
identifikator. Smart card se také musi zasunout do ¢tecky, RFID tag staci ke ctecce prilozZit.

Smart cards také umoZiuji Sifrovani a autentikaci pro ziskani dat. VSechny tyto vychytavky
zvysuji bezpecnost.”

3. Pokuste se naznacit FeSeni spolehlivosti ptistupového systému tak, aby vypadek fidici aplikace
nebo centralniho pocitace nezpiisobil kompletni znepfistupnéni vSech mistnosti (napf. v arealu
firmy nebo hotelu).

Asi by bylo nejlepsi mit zaloZni generator nebo staré dobré klice.
Zavér
Toto zadani jsem pomérné stihl, moje feSeni ma sice néjaké ty hacky — chtélo by to kontrolu pro

chybné hodnoty, obcCas se TAGy nestihnou nacist celé a GUI hlavniho okna neni nejlepsi — ale
program je plné funkéni.

1 https://en.wikipedia.org/wiki/Radio-frequency_identification

2 https://www.as-rfid.com/info/difference-between-smart-card-rfid-card-81965460.html
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